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Abstract

This publication describes the current state of Russia's ICT infrastructure,
how the Russian import substitution program has progressed and what the
future prospects are. The publication focuses on the most relevant aspects
of the Russian ICT infrastructure, such as telecommunications networks,
semiconductor products and software systems. Military technology is not
covered in the publication. Much of the publication is based on original
Russian sources.

The publication shows that Russia has a functioning ICT infrastructure, but
it is largely based on foreign ICT technology. The Russian ICT technology
import substitution program has not been successful, except for some
software, and Russia is highly dependent on foreign ICT technology.

Russia’s ability to develop advanced ICT technologies in the future is
limited due to various structural problems and Western sanctions. Russia
will continue to source ICT products through grey imports. In the future,
China’s production will play an increasingly important role in the
production of Russian ICT components and products.

Russia continues to tighten control over the Russian Internet segment by
introducing more effective Internet content control systems and improving
existing ones. In the future, the content of the Russian Internet segment will
increasingly consist of digital services and content provided by Russian
state-controlled companies.

Key Words: ICT Infrastructure, Russian-made ICT Products, Import
Substitution, Future Prospects of ICT Technology Development, Russia
and China.



Introduction

This publication is based on research reports produced by the Information
Technology Division of Finnish Defence Research Agency. This
publication relates to the research project called Changes in Russia’s cyber
warfare capability, which was a part of a larger ongoing cyber study in the
Information Technology Division.

The main goal of this publication is to depict and illustrate Russia’s
technical Information and Communication Technology (ICT)
infrastructure based on mainly Russian open source publications. The
second goal of this publication is to assess how Russia’s ICT infrastructure
is changing in the short and medium term as far as the beginning of the
2030s.

In this publication the emphasis is mainly laid on Russian ICT technology,
software, and ICT systems. Therefore, over the Russian ICT practices and
laws have been discussed only to the extent which has been necessary.
Moreover, the emphasis is mainly on Russian civilian ICT technology and
not on military ICT-technology. The reason for this is that the scope of the
study did not allow to write in detail about both issues.

It should be noted that this publication is based on research reports written
between 2021 and 2023, so not all the information presented has been
updated to the latest data. This applies in particular to the legislation on
ICT infrastructure. After the outbreak of the war in Ukraine, Russia has
steadily tightened legislation on the control of telecommunications
networks and devices used to monitor citizens in the Internet.

The structure of the publication is loosely based on OSI reference model’,
which means that first is analysed the Physical layer of the Russian ICT
infrastructure and last the Application layer. Simultaneously it has been
described what the presented devices and applications of the Russian ICT-
systems are related to.

The publication offers plenty of references for further study and
examination of the Russian technical ICT infrastructure. Therefore, the

' The Open Systems Interconnection model (OSI model).



publication is a springboard for detailed further research of the Russian
technical ICT-infrastructure.

As the Federal Service for Technical and Export Control of Russia
(FSTEC) puts it in their scenario papers: first one has to collect information
about ICT systems and networks and only after that one can get inside into
these systems and networks [1].



List of abbreviations

ARM Advanced RISC Machine, ARM instruction set
architecture. (Computer architecture).

AS Autonomous System.

CDN Content Delivery Network.

CERT Computer Emergency Response Team.

CISC Complex Instruction Set Computer. (Computer
architecture).

CPU Central processing unit.

CRM Customer relationship management.

DDoS Distributed denial-of-service attack, DDoS attack.

DPI Deep packet inspection.

ERP Enterprise Resource Planning

FSB Russian Federal Security Service.

GPU Graphics Processing Unit.

[aaS Infrastructure as a service.

IMSI International Mobile Subscriber Identity.

IMEI International Mobile Equipment Identity.

IoT Internet of Things.

IPSec IP Security Architecture.

IXP Internet eXchange Point.

LTE Long Term Evolution.

MES Manufacturing Execution System.

MIPS Microprocessor without Interlocked Pipelined Stages.
(Computer architecture).

PaaS Platform as a service.

RISC Reduced Instruction Set Computer. (Computer
architecture).

SaaS Software as a Service.

SCADA Supervisory Control and Data Acquisition (system).

SDD Solid-State Drive.

SOC Security operations center.

TIER 1 Tier 1 is a network that can reach every other network on
the Internet without purchasing IP transit or paying for
peering.

VLIW Very Long Instruction Word. A computer architecture.

VPN Virtual Private Network.
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1 Russian Telecommunications Networks and
Surveillance

In this first chapter, before presenting the actual telecommunications
networks, the definition of Russian telecommunications networks, the
legislation and how Russian network surveillance is carried out in Russia
are introduced.

1.1Russian Definition for Telecommunications Networks

The Russian Federal Law on Communications’> mentions Russia’s main
telecommunications networks [2]. The general concept of the networks is
called Unified telecommunications network of the Russian Federation?
This concept consists of four separate networks:

- Public telecommunications network*

- Dedicated communications networks>

- Technological communications networks®

- Special-purpose communications networks’

The Public telecommunications network consists of multiple networks and
is connected to global Internet. In other words, these networks compose the
Russian Internet segment. Owners of the Public telecommunications
networks have to ensure information security and enable surveillance of the
networks, which is a common procedure in Russian telecommunications
networks.

The Dedicated communication networks are not by default connected to
the Internet, but they might be connected to each other. Connecting to the
Internet requires permission and if the connection is made, the same rules
apply to these networks as Public telecommunications networks. Dedicated
networks can be for example companies’ own in-house networks.

The Technological communications networks are for Russian industry.
Technological communications networks can be connected to the Internet
under the same conditions as the Dedicated communication networks, but

2 Russian: ®enepanbusblii 3akon "O cesazu”.

3 Russian: Equnas cetb anexrpocsssu Poccuiickoii Menepauun.
# Russian: CeTb cBA31 00IIETO MONB30BAHUS.

5 Russian: Beiienennsle cetn cBsi3m.

6 Russian: TeXHONOTMYECKHE CETH CBSA3H.

7 Russian: CeTH CBS3H CIENUANTBHOTO HA3HAYEHHS.
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there are special conditions for foreign companies. Legislation on these
networks is being tightened [3].

The Special-purpose communications networks are for the Russian
government, special services and army. These networks are not a part of
Internet, but there is a possibility to connect them into the Internet if
needed.

Russian telecommunications networks are under the supervision of Russian
authorities. Still, owners of the networks have many responsibilities in
relation to telecommunications networks. Especially telecom operators are
responsible for their networks and therefore all significant Russian
telecommunications network owners are registered in the special register
of Russian authorities [4].

Altogether, there are multiple different licences for telecom operators to
offer telecommunications services in Russia [5]. In Russia there is no
concept of Internet Service Provider (ISP), but instead telecom operator,
which can acquire different kind of licences to produce telecom services,
like the Internet services. Related to this, the number of licences issued in
Russia has fallen significantly in recent years, as telecom operators find it
difficult to meet licensing requirements due to the expensive network
surveillance devices required by the authorities [6].

1.2 Internet Legislation and Control over the Internet
in Russia

In Russia telecommunications networks, especially Internet is strictly
controlled by authorities. The key laws in this regard are the Federal Law
on Communications and the Federal Law on Information, Information
Technologies and Information Protection, which were updated in 2019 [7].
These updates gave the name to the new law: The Law on the Sovereign
Internet. The purpose of this law is to ensure the resilience, security and
integrity of the Russian segment of the Internet. Moreover, the new
legislation made it possible for authorities to monitor Russian networks,
their users and operation of the networks centrally.

Altogether Russian Internet legislation tells owners of the Autonomous
Systems (AS) and Internet eXchange Points (IXP), how to build their
network infrastructure to enable the surveillance and how to act when
authorities are conducting surveillance and control over the network. In
2020 Russian authorities even discussed prohibiting using DNS over TLS
(DoT), TLS 1.3, DNS over HTTPS (DoH) protocols and Encrypted Server
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Name Indication (ESNI), which are essential features for keeping user
browsing data private [8].

Attempt to prohibit these protocols and safety mechanisms is related to a
quest for better surveillance over the Russian networks and for using its
own TLS certificates [9]. In connection with this, Russian authorities have
actively tried to block the use of VPN Services in Russia [10]. To avoid
harm for Russian business and companies, Russia has created own VPN
service that complies with Russian legislation and is suitable for Russian
organizations [11].

1.3 Russian Network Surveillance Systems

There are multiple network surveillance and monitoring systems in Russia.
These systems are:

- SORM

- TSPU

- GosSOPKA

- TsMUSSOP

These systems consist of multiple subsystems and some of them are
interconnected. There are also departments of authorities behind these
technical systems for operating and maintenance. In addition, each system
has its own area of responsibility related to surveillance.

1.3.1 SORM

The System for Operative Investigative Activities (SORM)?® is intended for
activities against crime and terrorism. Technically the SORM System is
widely used in many countries all over the world [12] [13]. In Russia the
SORM System is operated by the Federal Security Service of the Russian
Federation (FSB) led by the Ministry of the Interior. The data gathered by
the SORM System is available also for few other law enforcement
agencies.

There have been three phases in the development of the SORM System and
therefore there are three versions of the system [6]. The first SORM version
was implemented in the 1980-1990s and it was mainly for wiretapping
phone calls [12]. Instead SORM 2-3 are capable of monitoring modern ICT

8 Russian: Cucrema TeXHHYECKUX CPEJCTB I obecIeueHus (yHKIUI OIepaTHBHO-
po3bIckHBIX Meponpusituii (COPM).

11



networks, collecting data and analysing the gathered data. In Russia, there
are multiple SORM manufacturers and therefore SORM Systems are not
technically unified, but each system works as required by the Russian law
[14]. In addition, there is a special SORM ORI System for surveillance of
Russian social media [15] and SORM Vitok®’ for Open Source Intelligence
(OSINT) [16] [17].

Figure 1 shows Russian VAS Experts company’s SORM 1-3 system
solution [14]. As can be seen in the figure, there are the SORM 1 for phone
calls, the SORM 2 for collecting data and the SORM 3 for analysing the
customer data. The SORM 3 is the most advanced, it can analyse and send
gathered data to FSB while monitoring the networks [18].

ApXUTeKTypa peLieHuns

ABoHeHTbI YpoBeHs Cr:nurrep @ @ Poytep

arperagyu BRAS

e ® -

Radius COPM-2 e Bpyma ny &C6 83/139

npukas WNG
' E)
3
BuanmHr COPM-3 + Ny @CBb 573 npukas
COPM-86 wng + TenedoHun
NAT My ®CB 85 npuka3s
Tenedonun
CX[ COPM-3
nn Ned45
% svcth__y, % (3anmce Tpaduka)
COPM-1 x4 COPM-86

nn Nedas
{3anuce pasrosopos)

Figure 1. VAS Experts Company’s SORM 1-3 system solution /74].

9 Russian: Komaexr COPM Butox OSINT.
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There is an ongoing connection from the SORM System to the office of the
FSB. Connections of the SORM System have been implemented via
specific encrypted IPsec VPN channels [19] [20]. Therefore, the FSB can
target information requests in real time. The SORM System can gather
various information and data. Here is listed the main features of the SORM
System:

- Identifying the most common IP protocols

- Inspection of IP packets using DPI'? technology

- Multiple different options and methods for gathering data

- Works on fixed and mobile networks

- Ability for long-term storage of collected data

- Federation wide system operated by local FSB offices

- A device for monitoring the performance of the surveillance'!

The SORM system is generally functional, but there have also been a few
problems. Firstly, digitalisation and the development of data encryption
have made it more difficult to collect data. In the past, it was much easier
to collect data from unencrypted analogue channels. As a result, the number
of phone tapping licences has fallen significantly in Russia in the 2010s
[21]. Despite encryption, there is a wealth of information available to the
authorities, such as the time and location of phone calls. In addition,
nowadays in Russia customers have to register when they buy a telephone
or Internet subscription. Therefore, the customers’ IMSI/IMEI'? data of
their telephone is available in the telecom operators’ registers to which the
SORM System has access.

Secondly, there have also been problems with the storage capacity of the
devices and their high cost. Large-scale data gathering takes up a lot of
space, as the law requires data to be stored for months ahead. For example,
Russian Protej company's devices can record only one percent of all phone
calls [22]. This means that the FSB operators have to choose which calls to
listen to, as it is not possible to record all phone calls. In addition, the
SORM devices are expensive, which has led some small telecom operators
to neglect the purchase of devices [23].

19 Deep Packet Inspection, DPI. Deep Packet Inspection means analysis of different IP-
protocols such as BGP protocol.

! Russian: Peusop. A device to be installed on the operator’s network to monitor that
the surveillance is carried out as desired.

12 The international mobile subscriber identity (IMSI), International Mobile Equipment
Identity (IMEI).
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1.3.2 TSPU

The TSPU System (technical measures for threat protection)’? is linked to
the above-mentioned Law on the Sovereign Internet [24]. The system has
two roles. Firstly, the system must block malicious content on the Russian
Internet segment. Secondly, the system must prevent information security
threats.

Reportedly, the TSPU system is based on devices that were selected by
Roskomnadzor'# at the turn of the 2020s [24] [25]. According to the
findings, the supplier of the equipment is a Russian company called
Research & Development Partners (RDP) [26] [27]. The RDP is indirectly
owned by the state-owned company Rostelecom.

The TSPU System is linked to the Roskomnadzor's unified register, where
the forbidden content is defined [28]. In practice, this means that the TSPU
System checks whether the website requested by the Internet user is on the
list of banned websites. If the website is on the list of banned websites, the
Internet user will not be able to access the website in Russian territory. In
addition, the TSPU system is able to slow down the use of foreign Internet
services [29].

The second function of the TSPU System is to prevent external security
threats, i.e. cyber threats'> [29] [30]. The TSPU System is reportedly able
to prevent cyber-attacks such as DDoS'¢ attacks. [29]. Russia sees the
evasion of the Internet surveillance as a cyber threat as well and, therefore,
the TSPU System is also used, for example, to track down banned VPN
services in Russia.

The TSPU and SORM Systems have many similarities, such as the
underlying DPI technology of the systems and the connections from the
telecom operators to the supervisory authorities. The SORM system is
mainly intended for the fight against the traditional crime and terrorism,
while the TSPU System is intended for the fight against threats in the
information and cyberspace. Thus, the SORM system is operated by the

13 Russian: Texauueckue cpecTBa npoTuBoaeikicteus yrpozam (TCITY).

14 The Federal Service for Supervision of Communications, Information Technology,
and Mass Media.

15 Russian: npoTHBOAEHCTBHS BHELIHMM yIPO3aM.

16 Distributed Denial-of-Service attack (DDoS attack).
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FSB security service, while the TSPU system is operated mainly by the
Roskomnadzor.

Unlike the SORM System, the TSPU System is paid and installed by the
supervisory authorities. The TSPU System is installed on the networks of
the Russian major telecom operators, with 60% coverage on fixed networks
and 100% on mobile networks [29] [30]. It is impossible to say for sure
how the SORM and TSPU Systems have been implemented in reality in
the premises of the various Russian telecom operators. Figure 2 shows how
the TSPU system is implemented together with the SORM System. In the
figure 2 it is not the RDP company’s DPI hardware, but the TSPU hardware
introduced earlier in 2018. However, the picture shows the principle of how
the systems are possibly implemented in the operators’ equipment room.

Figure 2 shows that when a customer connects to the Internet, the traffic is
first routed to the telecom operator’s BRAS!7 router and to the TSPU
device.

CtpykTypa pewenus COPM-2 npu yctaHoBke CKAT DPI B

pa3pbiB TpabuKa:

DPI, BRAS, Naorpanmynbii
ABoHeHTsI SEbll B i i

®@ 0 &

@

Brnnmur COPM 2 ny ¢C6
83 npwxasz

>

BrewHwit NAT WC OPM B4 ny eC6

Mpw Hanry KK

@ COPM 3

ATC

Figure 2. VAS Experts Company’s the TSPU and SORM system solution
[31].

17 Broadband Remote Access Server (BRAS).
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If the website requested by the customer is legitimate, the request will be
redirected to the Internet. If the website is not legitimate, the TSPU device
blocks or slows down access to the website. At the same time, there is a
splitter between the Internet and TSPU device, which collects data for the
SORM System.

There are different ways to collect data from the network traffic, such as
port mirroring, but the Russian TSPU System uses so called tapping by
hardware method, where the data passes through the device. This is a
method in which the inspection is done by a combination of a separate
device and software and the data is collected for the further use. The TSPU
System also includes a bypass switch to ensure that the network traffic is
not interrupted if the device fails. [32] [33].

Likewise, the RDP company’s TSPU System consists of hardware and
software. The software is developed by the Russians, but it is not certain
whether the hardware is Russian-made. At least the bypass switch
associated with the TSPU System is foreign made [32].

As mentioned earlier, the role of the Deep Packet Inspection (DPI) has
changed in recent years due to encryption. Therefore, the Russian
supervisory authority will not be able to read the contents of IP packets, for
example when using the HTTPS protocol. This leaves the option of either
blocking the network traffic altogether or allowing it to pass. However,
there are problems with the complete blocking of the network traffic as it
can cause disruptions to other web services, as happened in 2018 and 2021
when the blocking of Twitter caused several other web services to shut
down in Russia [34] [35].

According to the RDP’s website, the company's TSPU system may
possibly consist of the following devices [36]:

- EcoFilter

- EcoDPI

- EcoBRAS

The EcoFilter and the EcoDPI work together. The EcoFilter device is for
URL-filtering and it sends all network traffic to the EcoDPI device for
further analysis. If the data is in the HTTP format, the DPI device will
compare the requested URL with the Roskomnadzor’s blacklist and decide
whether the requested website can be used. But if the data is in the HTTPS
format, the DPI device tries to find the host certificate or the server name
indication (SNI). If the SNI is encrypted, filtering is not possible. The

16



EcoDPI solution is designed to analyse IP packages up to the application
layer (Layer 7) of the OSI model.

The EcoBRAS is a device that allows telecom operators to limit the speed
of their customers’ connections and control customer’s access to the data
services. Therefore, the ECOBRAS device is likely to be the device used to
silence the Russian media.

In addition to the devices mentioned above, the TSPU System is also likely
to include an encryption device. It has been suggested that the device could
be a Russian made Kontinent device [37].

1.3.3 GosSOPKA

The Government System for Detecting, Preventing and Eliminating the
Effects of Computer Attack (GosSOPKA)!® system is based on fifth section
of the law on Critical Information Infrastructure adopted in 2017 [38]. The
GosSOPKA is a system that includes a network intruder detection,
prevention, elimination and recovery from an intruder activity. The
GosSOPKA system is similar to System of Incident and Event
Management (SIEM), but it is nationwide and centralised. According to the
law, all organizations belonging to Russia’s Critical Information
Infrastructure (CII) should be part of the system.

GosSOPKA has close ties with Russian Computer Security Incident
Response Team (CSIRT) also known as CERT.GOV.RU (CERT-RU) [39]
[40] and with FSCTEC!. The CERT-RU is responsible for the
governmental networks of Russian Federation. The goal of the CERT-RU
is to provide coordination for state authorities, local authorities and law
enforcement units on identifying, preventing and removing consequences
of computer incidents concerning state information-telecommunication
networks. The authority responsible for operating the GosSOPKA System
is the FSB, which leads the CERT-RU’s activities [40].

18 Russian: Tocynapcteennas Cucrema O6Hapyxenus, [Ipeaynpexaenus u
JMKBHAALMK nocneacTBui KomnbloTepHbIX ATak Ha HH)OPMALMOHHEIE PECYPCHI
Poccutickoit @enepanuu (I'ocCOITKA).

19 The Federal Service for Technical and Export Control of Russia (FSTEC) (Russian:
OenepanpHas Ciry’k0a 1Mo TeXHHUECKOMY | AKcopTHOMY KoHTpomo, DCTOK (OCTIOK
Poccun).
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As a system, the GosSOPKA consists of a main centre and its subcentres.
Therefore, the GosSOPKA has a multi-layered structure. The main centre
is Security Operation Centre (SOC)?’. GosSOPKA centres are divided into
State and Corporate centres. Operators of the critical information
infrastructure have different options for implementing GosSOPKA'’s
requirements [40]. In practice, this means that governmental organizations
must be connected to the State GosSOPKA centre, but private companies
can form their own centre or join a commercial Corporate centre, which is
connected to the main GosSOPKA centre [40].

There are different estimates of how many organizations are covered by the
GosSOPKA System, because the system is multi-layered. In 2022, the
number of organizations directly connected to the GosSOPKA system was
estimated at 670 and 2 500 to the subsystems [41]. The GosSOPKA is not
the only SIEM/SOC system in Russia, as there are similar systems in the
banking sector, for example [42].

rocConka
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Figure 3. Organizational structure of the GosSOPKA system [43].

20 Russian: LleHTp MOHMTOpHHTa HHPOPMALMOHHOM Ge30macHoCcTH, [ TaBHBIHA LEHTP.
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Technically, the GosSOPKA System consists of the following parts and
features:
- Originally based on the Max Patrol SIEM system from the Russian
company Positive Technologies [44] [45].
- Several service providers whose systems meet the regulatory
requirements
- Linked to the FSTEC’s Data Security Threats Database?! [46]
- Centralised control over the critical information infrastructure by
government administrations.

1.3.4 TsMUSSOP

The TsMUSSOP?? System is the Centre of Monitoring and Managing of
the Public Communications Networks. The task of the TSMUSSOP System
is to control and manage the activities of the Russian Internet segment
centrally.

Like the TSPU System, the TSMUSSOP System is based on the law of
Sovereign Internet mentioned earlier. The law sets out how the centralised
control of the Russian Internet segment should be carried out [7]. The
TsMUSSOP is basically an administrative organization whose task is to
control and manage the Russian Internet by using various information
systems and databases. The possible organizational structure of the system
is shown in Figure 4. As can be seen in Figure 4, the system has several
departments for different tasks. The TsMUSSOP System operates under
the supervision of the Roskomnadzor and the Radio Frequency Service?.

2! Russian: baHK JaHHBIX YTpo3 6€30MaCHOCTH HH(GOPMALIMH.

22 Russian: Lleatp Monutopunra u Yupasnenus Cetsro Cassu O6mero Ionb30Banns
(LIMY CCOTT).

23 Russian: I'maprblif Paguouactorusiii Lieatp (I'PYLY).
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Figure 4. The possible organizational structure of the TsMUSSOP System
[47].

In practice, the TSMUSSOP implements centralised management of the
Russian Internet segment using the systems described earlier. In addition,
the TsMUSSOP System has access to all the databases of the systems
related to the critical information infrastructure.

The role of the TsSMUSSOP System is particularly important when the
resilience, security and integrity of the Russian segment of the Internet are
at risk. The Roskomnadzor has practised the use of the TsMUSSOP System
regularly in annual exercises [48]. Moreover, there have been occasions
when the TsMUSSOP System has been used to slow down social media
platforms like Twitter [49].

Technologically, the TsMUSSOP System consists of Chinese and Western
ICT hardware and software [50]:
- Server computers and database systems implemented mainly on
Lenovo hardware and Windows servers
- Network devices implemented on Lenovo, Juniper and Silicom
hardware
- Virtualisation implemented on VMware vSphere platform
- Encryption implemented by products of Russian companies
Security Code, Infotecs and CryptoPro
- SIEM system implemented on Russian Max Patrol SIEM system.

The main task of the TsMUSSOP System is to monitor the operation of

Russian telecommunications networks, which is why Roskomnadzor needs
all vital information of all Russian networks and their owners. So, for this
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purpose a separate RANR?* register has been set up to store the data of the
Russian AS systems and IXP points. Russian authorities fine the network
owners if they fail to provide the requested information.

In addition, Roskomnadzor has published instructions on how telecom
operators should transmit all detailed information about their networks to
the TsMUSSOP System and how to connect to the Russian DNS system
[51]. In practice, this means that Roskomnadzor has full control over the
Russian networks and Roskomnadzor will block all networks, which are
not registered to the TsMUSSOP System.

There are indications, that the TsMUSSOP System with the TSPU System
will be used more and more for cyber threat detection in the future [52]
[30]. The reason for this might be a significant increase in DDoS attacks in
Russia during the war in Ukraine.

1.3.5 The Overall Picture of the Surveillance

Russia tries to collect information on citizens through the SORM System
and to restrict citizens’ access to information through the TSPU System.
But there are few ways to try to circumvent the surveillance of the networks
in Russia [13] [53] [33].

It goes without saying that one should not use traditional phone calls and
text messages in Russia, as their data is easily readable by the authorities.
One can also try to avoid surveillance by not using web services whose
servers are located in Russia. For example, Russian email services and
social media platforms such as Mail.ru and Vkontakte are heavily
monitored by the authorities and they can read users’ data [13]. Therefore,
it would be advisable to use foreign encrypted messaging services to
circumvent network surveillance in Russia.

However, the problem is that the Russian authorities are doing their best to
prevent or restrict use of all significant foreign web services in Russia. This
has included restricting foreign encryption protocols and VPN services
[33]. In the last two years, foreign VPN services have been in particular at
the center of the chase in Russia [53].

24 Russian: Peectp agpecHo-HOMepHEIX pecypcos (PAHP) Pynera.
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The use of VPN services to circumvent surveillance depends on the
implementation of the VPN solutions. The more IP addresses and servers a
VPN service provider has, the harder it is to block the VPN service, because
blocking the VPN service is done by blocking the IP address of the VPN
server [53]. The TSPU System identifies whether network traffic is coming
from inside or outside Russia. However not all of the VPN network traffic
coming from abroad is blocked in Russia, as this could jeopardise the VPN
connections of Russian companies and thus their business [53].

In the long run, Russia’s actions on the country’s Internet segment could
accelerate the balkanization of the Internet [54]. Russia, China and many
others authoritarian countries are examples of regionally segmented
networks with limited access to and from the global Internet. So far, Russia
does not have the technological capacity to build a system similar to the
China's Great Firewall. Currently, Russia’s Internet restriction is based on
blocking IP addresses and domain names, while China is already using
artificial intelligence to find protocols in network traffic [53].

However, there are indications that Russia is also increasingly using
advanced technology for surveillance [55]. For example, so called
Okulus?®, Vepr?® and Ohotnik?’ Systems are state-of-the-art Internet
content monitoring systems in Russia at the moment [56] [57] [58]. In
addition, Russia has advanced technology for facial recognition [59] [60].

23 Russian: Okymyc.
26 Russian: Bemnps.
27 Russian: OXOTHUK.
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2 Fixed and Mobile Networks

This chapter presents the main physical fixed backbone and mobile
networks in Russia. The main emphasis is laid on Russian commercial
networks.

2.1 Rostelecom’s Backbone Networks on the Map

Rostelecom upgraded its backbone network significantly at the turn of the
2000s by building a renewed optical fiber network extending from Moscow
to Khabarovsk in the east, and to Novorossiysk in the south [61]. Today,
Rostelecom’s backbone network covers almost the entire inhabited area of
Russia, but has required upgrading. The main problems with Rostelecom’s
networks have included [62]:

- non-uniformity of network devices

- network overlap and routing architecture

- difficulties in repairing defects

According to J’son & Partners Consulting, between 2020 and 2030, the
Russian backbone network will require 400 000 km of fiber to be replaced
[63]. The total length of the fiber-optic networks in Russia is estimated to
be around one million kilometers. The need to renew optical fibers will
become more important as modern information systems require more and
more data transmission capacity.

In early 2021, Rostelecom built a submarine fiber-optic cable link to
Kaliningrad, a separate part of Russia’s land territory [64]. Before that, a
submarine fiber-optic cable had been built in the Kuril Islands, the
Kamchatka peninsula, Sakhalin, Magadan and Tsukotsk. Russia’s aim has
also been to develop backbone network connections from the west of
Russia to the east. Related to this, Russia is building a high-speed fiber-
optic backbone cable to Asia [65]. In addition, a submarine fiber-optic
cable to Asia via the Arctic Northeast Passage is under construction [66].
The construction of this Artic fiber-optic line is a part of the development
program for the Arctic region. The fiber-optic line is planned to be
completed in 2026.

All Russian backbone networks are illustrated in Figure 5 [67]. As can be
seen in the figure, there are a lot of backbone fiber-optic cable lines across
the whole country excluding unpopulated areas. The figure also shows that
Russia has a large number of cross-border foreign backbone connections,
which is a significant difference compared to, for example, China or Iran
with significantly fewer cross-border IXP points [68].
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Figure 5. Russian backbone networks and the planned Arctic fibre-optic
cable line to Asia [67].

2.2  Fixed WAN and MAN Networks

The requirements for Rostelecom’s Wide Area Network (WAN),
Metropolitan Area Network (MAN) and access network devices and
network connections are described in the company’s supplier portal [69].
In addition, Russia has a register called TORP?3, which lists network
devices approved for use in Russia [70] [71].

In the 2020s, Rostelecom’s WAN networks use equipment from seven
different network device suppliers?’, only one of which is Russian [72].
The Russian WAN network supplier is a company called T8 [73]. T8’s
share of the Russian backbone network market has been limited, only
around 10 percent [74]. For this reason, Russia is dependent on foreign
suppliers of network devices, in particular the Chinese company Huawei.
T8’s Volga network platform [75] has been implemented using Dense
wavelength-division multiplexing (DWDM) technology, which has also
been used for Rostelecom’s backbone networks [76].

28 Russian: PeecTp TeEKOMMYHUKAIIMOHHOTO 0GOPYIOBAHUS POCCHIACKOTO
npoucxoxaerus (TOPIT).
29 Alcatel-Lucent, Huawei, NEC, Infinera, Coriant, ECT and OOO «T8».
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Figure 6. T8’s Backbone DWDM networks’ topology [75].

Rostelecom’s MAN network exists alongside with the WAN backbone
network. The MAN network is a high-speed IP trunk line and it is based on
the resources of Rostelecom’s own primary network, which uses Multi-
protocol Label Switching (MPLS) technology to integrate video, speech
and data transmission services to customers. The MPLS network uses
mainly Juniper, Cisco and Huawei network devices and includes a data
center network [77].

2.3  Mobile Networks

In Russia, development of mobile networks has been based on similar
factors and needs as in the West. This means that the mobile networks must
be able to transmit with a short delay multiple data formats for different
purposes. In 2021, there were approximately 300 Long Term Evolution
(LTE) mobile networks in 83 different Russian regions [78]. In practice,
4G/LTE networks are available in all major population centres in Russia.
Russia has made efforts to extend mobile networks to remote areas.

Russia has had a goal to build mobile networks with Russian base stations
[79]. However, Russia has no mobile base station manufacturing of its own
and therefore it is almost fully depended on foreign manufacturers. At the
beginning of the 2020s, Russia had a total of around 300,000 4G mobile
base stations [80]. Sanctions resulting from the war in Ukraine have forced
Russia to abandon the deployment of 5G networks.

Russian mobile telecom operators are characterised by a concentration of
business in a few large operators, some of which are state-controlled
through Rostelecom or by the company owners. The four biggest Russian
mobile telephone operators are MTS, Megafon, Bilain, and Tele2 [81].
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2.4 Commercial Satellite Communications Operators

Russia has two commercial satellite communications operators in
geostationary orbit (GEQO), the Russian Satellite Communication Company
(RSCC)*® and the Gazprom Space Systems (GSS)3! and one operator in
low Earth orbit (LEO), the Satellite system Gonets (SSG)*? [82] The
satellites are operated by following:

- Express satellites (RSCC)

- Yamal satellites (GSS)

- Gonets satellites (SSG).

The RSCC company provides a full range of communications and
broadcasting services via its own Express satellite fleet of 12 satellites and
terrestrial infrastructure. The RSCC possesses the largest GEO satellite
constellation in Russia and the company have five ground teleport satellite
communications centers in Dubna, Bear Lakes, Skolkovo, Zheleznogorsk,
and Khabarovsk [83]. The RSCC has also its own high-speed fiber-optic
network.

The Express satellites are manufactured by Franco-Italian Thales Alenia
Space aerospace manufacturer on the Russian H1000 platform [84]. The
expected lifetime of the Express satellites is 15 years. Most of the Express
satellites have launched in the mid-2010s and the latest satellite launch was
in 2021.

The GSS company operates and develops Yamal satellite communication
system and provides telecommunication and GEO-information services.
The GSS has five Yamal 200-600 series satellites and over 400 ground
terminals for the use of Gazprom [85]. The expected lifetime of the Yamal
satellites is between 10—15 years and the latest satellite launch was in 2019.
The manufacturer of the latest Yamal satellites is the above-mentioned
Thales Alenia Space [86].

The SSG company provides mobile satellite communications services in
low Earth orbit [87] via Gonets satellites. The main purpose of
multifunctional system for personal satellite communications Gonets-
DIM, is the transmission of data and the provision of mobile satellite

30 Russian: ®egepanbHOE roCyIapCTBEHHOE YHUTapHOE npeanpuatre "Kocmuueckas
CBA3B".

31 Russian: AkipoHepHOE 001ecTBO «I"a3IIPOM KOCMHYECKHE CUCTEMBD»

32 Russian: AO CnytaukoBas cuctema 'onerr.
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communications to subscribers. The system is designed especially for
transportation and industrial use. This satellite system is possibly built at
least partially with Russian components.

In general, it is widely known that Russia has problems with their military
satellites [88]. Problems include the adequacy of satellites and their
lifetime. This is partly due to Western sanctions which make it difficult to
manufacture advanced satellites with long lifespan. [88]. Therefore, it is
difficult to say for sure, what the real performance of Russian made
satellites and satellite communications is. All in all, in 2022 Russia had
approximately 170 satellites including military satellites [89].

2.5 The Coverage of the Networks

The coverage of the Rostelecom’s fixed networks can be found on the
company’s website [90]. Modern high-speed FTTx/xPON*? Internet
connections are available to customers in the biggest cities and slower
ADSL?* connections in the most remote areas.

In general, the use of mobile Internet subscriptions in Russia is significantly
higher than that of fixed Internet subscriptions [91]. The most common
fixed connection type is the FTTx. Overall, Russia has fairly functioning
Internet connections in the populated area [92]. In 2020, the most common
average speed for fixed Internet connections was 10 Mbps.

2.6 Russian IXPs, ASs, Tier Operators and DNS

As mentioned earlier, all Russian Internet exchange points (IXP) and
autonomous systems (AS) are registered in the Roskomnadzor register
[93]. Russia has a total of 35 IXPs all over the Russian territory and the
most important IXP is the Moscow MSK IXP [68] [94]. There are about
4,500 active AS systems on a daily basis in Russia compared to 15,000 in
the United States [95]. The biggest Russian AS system is the Rostelecom
AS [96].

In Russia, the system based on Tier 1 telecommunications operators is
slightly different from that in the Western countries and Russia does not

33 Fiber to the x (FTTx), Passive Optical Networking (PON).
34 Asymmetric Digital Subscriber Line (ADSL).
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officially have any global Tier 1 telecommunications operator®. In Russia,
the equivalent of Tier 1 telecommunications operators are the country’s
largest telecoms operators, through which Internet traffic is routed to the
global Internet [97].

Below these large telecommunications operators, there are a large number
of networks (ASs) of smaller operators, which are peering between each
other. Thus, Russia is densely routed inside the country, but has lesser
abroad peering than many western countries [98]. For example, in France,
there are around 2,500 connections (AS links) with foreign countries and
within the country only around 1,500 connections. In Russia, there are
around 10,000 connections within the country and around 2,500
connections with foreign countries [98]. However, Russia is important in
the sense that approximately 20 percent of Europe’s Internet traffic to Asia
passes through the Russian Internet segment [99] [67].

Russia has developed its own national Domain Name System (DNS)>°. The
main goal of the Russian DNS system is to preserve access to the Internet
for Russians in any case. There have been discussions that Russia should
be disconnected from the global DNS system [100].

There are 13 DNS root servers in the world, none of which are located in
Russia. However, Russia has anycast DNS root servers, which are copies
of the global DNS root servers. Even shutting these anycast DNS servers
down would not hinder access to a root server, but would only add delay
for some queries of the root zone from some Russian networks [100].
Therefore, one purpose of the Russian DNS system is to copy DNS root
server’s data to the Russian DNS system and use their own DNS system if
needed.

Another purpose of the Russian DNS system is to gather information about
the networks of the owners of the AS systems, because they have to share
all information with Roskomnadzor. Therefore, that is one reason why
Roskomnadzor wants the Russian DNS system working all the time and
not only when the global DNS system is not accessible [101].

35 Tier 1 is a network that can reach every other network on the Internet without
purchasing IP transit or paying for peering.
36 Russian: HanmonanbHas cucrtema goMeHHbIX uMEH (HCIIN).
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3 ICT Systems on the Russian Networks

In this chapter is described the most significant Russian governmental ICT-
networks and systems. The chapter also describes how Russia uses its own
backbone networks in the Russian ICT-infrastructure. Russia has
hierarchically different levels of administrative authorities within their own
information systems, which is why Russia has made efforts to harmonize
its governmental ICT networks and systems. Russian e-government
systems have been under development since the early 2000s and have still
not been finalized. However, progress has been made, but it is still not
certain what the complete system will be.

3.1 RSNet and ESPD Networks

Russian State Network (RSNet)?’ is, according to the document of the
Russian Federal Protective Service (FSO)3®, a network consisting of ICT
systems and ICT networks, which are under the control of the FSO [102].
The main purpose of the RSNet is to connect governmental ICT systems
securely to the Internet. In practice, RSNet offers secure [IPSec VPN
connections to the Russian authorities. As such, there is nothing unusual
about the RSNet, rather it is a common organizational intranet with a state-
level information security.

The network on which RSNet operates in parallel is called Unified Data
Network (ESPD)*° [103] [104] [105]. The ESPD network allows the
creation of virtual networks for government agencies and is maintained by
Rostelecom [106].

Both, the RSNet and the ESPD networks, are connected to several
Rostelecom’s communications nodes and data centers. Altogether, the
RSNet network has been developed from the 2020s on, for example by
increasing capacity and improving the cyber security [107].

3.2 State IS and GIS Systems

Russian state ICT systems consists of IS*’ and GIS#/ systems. IS systems
are top category of the Russian ICT systems [108]. The most salient of

37 Russian: pocCHICKHIl CErMEHT CETH HHTEPHETA.

38 Russian: ®egepanbHas cayxk6a oxpansl Poccuiickoit eneparuu (OCO).
39 Russian: Enunas Cets Ilepenaun Jlannbix aius rocopranos (ECITI).

40 Russian: Mugopmanmonnas cuctema (MC).

41 Russian: ['ocynapcteennas nadopmamuonnas cuctema (ITHC).
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these IS systems are the NSUD*? and SMEV* systems [109] [110] . These
systems are federal electronic service platforms for governmental
information sharing and integrating registers and ICT systems in one place
[111] [112]. For example, Russian state electronic service platform
Gosuslugi** belongs to the IS systems category. These service platforms
are connected to state sub ICT systems.

Russia has hundreds of state and municipal GIS sub ICT-systems [113].
The number of the GIS systems has increased throughout the 2010s and in
2018 there were already 300 systems [114]. An example of a GIS system
is the national property maintenance service system, which operates on the
Gosuslugi platform [115]. Logging into the GIS systems is done through
the central Gosuslugi ESIA* portal [116] and the data authentication and
secure sessions are implemented with the Russian CryptoPro CSP products
[117][118].

3.3 Gosteh and GEOP Platforms

Gosteh platform*® is a digital ecosystem for development and use of the
state ICT systems [119] [120]. The platform hosts government information
systems and promotes the adoption of Russian software. The state GEOP
cloud platform is also built on the Gosteh platform.

GEOP* also known as GosOblako*®, is a cloud platform that centralises
the hardware and software resources for the production of the government
e-services [121].

42 Russian: HaunonansHnas cucrema ynpasienus gannsivu (HCY D).

43 Russian: CucTeMa MesKBeJOMCTBEHHOTO SIEKTPOHHOTO B3aumoeiictsus (CMOB).
44 Russian: Tocyciyru, Eaunbiii nopran rocy1apcTBeHHbIX yeuyr Poccuiickoii
®enepanun (EITY).

45 Russian: Enunas cucreMa uneHTHuKanuu U ayrentudukanuu (ECHA).

46 Russian: ITnatdopma FocTex.

47 Russian: ['ocymapcTBennas eaunas oonaunas muatdgopma (TEOIT).

48 Russian: I'ocymapcteennoe 06mako (I'ocO6mnaxo).
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Figure 7. An illustrative figure of the planned GEOP GosOblako [122].

Figure 7 shows the previously mentioned IS systems on an integrated cloud
platform. The GEOP GosOblako provides SaaS, PaaS and IaaS cloud
services for government agencies. The GEOP system has already been
implemented in several government agencies and ministries [120]. The
system has been implemented by Russian companies Rostelecom and
Voshod. However, there have been problems in completing the GEOP
system due to difficulties in obtaining the ICT hardware and software
needed for the system [123].

3.4 ZSPD and MTSS Military Networks

ZSPD* and MTSS* are military networks belonging to the Russian
Ministry of Defence [124]. ZSPD network is a kind of a closed military
Internet and it operates at least in part on Rostelecom’s backbone network.

The MTSS is a newer military network that has presumably its own
backbone network and therefore it is not connected to the civilian backbone
networks [124] [125]. It is unclear at what stage the development of this
new military network is at. By some accounts, Russian military networks
are still fragmented [126].

49 Russian: 3akpbIThIil cerMeHT nepenaun nannbix (3CITJT).
50 Russian: MynsTHCEPBHUCHAS TpaHcopTHAS ceTh cBsizu (MTCC).
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3.5 Other ICT Systems at the Federal Level

The Russian security authorities reportedly have a number of their own
dedicated federal-level ICT networks and systems. For example, the
President has his own federation-wide Situation Center’! and governmental
e-platform>? [127]. The Presidential Situation Center is linked to the other
Russian situation centers, from which the situation picture is compiled. The
governmental e-platform is reportedly for the president and prime minister
[128]. In 2021, the governmental e-platform was still in development [ 107].

Related to the ICT infrastructure security, Russia has its own federal-level
cyber training range environment [129] [130] [131]. The cyber training
environment is provided by Rostelecom and its subsidiary Rostelecom-
Solar. The purpose of the cyber training environment is to improve the
cyber resilience of the Russian Internet segment. The cyber training
environment is nationwide and in 2023 it was possible to connect to it
remotely from eight different locations [131].

5! Russian: CHTyalMOHHBII LEHTp IIPE3UACHTA.
52 Enunas nudposas miatgopma opraros iactu (ELIT OI'B), Cerment ELIT OI'B.

32



4 Data Centers

In Russia, there are state and commercial data centers which are governed
by laws and licenses. However, there are many problems with data center
management and administration in Russia, for a number of reasons [132].

Russia has an intention to use only Russian-made data centers, especially
in government administration. This is linked on the one hand to Russia’s
import substitution>® program and on the other hand to Russia’s desire to
improve information security by using only domestic data centers for
storing confidential and classified information [133]. A key obstacle to this
goal is Russia’s dependence on global data center operators and suppliers,
which operate on the basis of Western legislation and certification.

Russian law requires that data containing information on Russian citizens
must be located within the borders of Russia [132]. Therefore, there have
been problems in coordinating the use of foreign data centers in Russia to
comply with the requirements of the legislation. For example, in 2015
Google relocated its servers containing data on Russian citizens to Russia
[134].

Problems have also been caused by Russian requirements for companies to
disclose information to the Russian authorities as was the case in 2019
when the FSB requested Yandex to provide them with the encryption keys
in order to monitor users [135]. In addition, Russian data center operators
will have to hand over data of their ICT system architecture to the
Roskomnadzor and TsMUSSOP [136].

4.1 Legislation and Standardization

Russia is reforming its legislation on data centers [137]. Previously data
centers were not defined in Russian Law on communications. The new
legislation on data centers aims to clarify the granting of licenses, the
registration of data center operators and access to the state subsidies [138].

Russia has its own standards for data centers, but despite this, the majority
of Russian data centers are based on Western standards and certifications.
For example, the Rostelecom and its subsidiaries use the TIER data center

53 Russian: IMIIOpTO3aMeNIEHHE.
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standard, certified by the US company Uptime, as the standard®* for data
centers [139] [140] [141].

4.2 Data Center Markets

The use of cloud services in Russia in the 2020s has been significantly
lower than in the West [142]. The Russian cloud computing market
accounts for around six percent of the total IT market and only three percent
of Russian companies use the IaaS>® cloud computing technologies in their
ICT infrastructure [143], while around 27 percent of companies use
external cloud services [91]. The number of data centers in Russia has
grown steadily in the 2020s and the largest data center operator in Russia
is Rostelecom [144].

Currently, the sanctions imposed because of the war in Ukraine are
hampering the construction and development of data centers in Russia. In
2022, Russian companies were only be able to manufacture the server racks
and cables needed for data centers [145]. The departure of foreign data
center suppliers from Russia has meant that the turnkey solutions are no
longer available and equipment has to be purchased in a roundabout way.
As a result, Russian data center projects are being delayed while Russian
suppliers wait for equipment to become available from countries such as
India etc. [145].

4.3 Rostelecom’s Data Centers

In Russia, the distribution of commercial data centers is such that the
majority of all data centers are located in Moscow (76%) and St Petersburg
(14%), only a small number of data centers are located in other regions
(10%) [144]. Rostelecom has the widest distributed data center network in
Russia [139].

34 TIA/EIA-942 standard.
55 Infrastructure as a service (IaaS).

34



Saint Petersb

12.5 ...

Data Center Infrastructure
Availability

() Sites under Design / Construction  WRLEILELL
@ Sitesin Service

Figure 8. Rostelecom’s data centers in 2021 [146].

Rostelecom is an important data center operator as it provides the data
center services required by the Russian state. This is one reason why some
of Rostelecom’s data centers are located close to science centers and key
communication hubs, such as the MMTS9 (MSK-IX) data center in
Moscow [139]. In addition, Rostelecom’s data centers are used for the state
IS and GIS ICT systems.

4.4 State Data Centers

The Russian administration has sought to ensure that state agencies do not
have to build all the data center capacity themselves but to use so called
hybrid cloud solutions where some of data center services are purchased
from commercial data center operators when possible [147].

Despite this, Russian ministries continue to use and construct own data
centers because they cannot store all data on commercial servers. For
example, the Ministry of the Interior is building a large data center in
Moscow [133]. The plan is to use processors from the Russian company
MCST (Elbrus) for the servers in the data center. Elbrus 4S processors have
already been used in the Russian ICT systems, such as the passport system
[148]. The problem, however, is that there are not enough microchips
available in Russia for Elbrus processors to build large data centers.

Overall, it is unclear how Russia will be able to implement large-scale state

data center and cloud service projects in the future, such as the
aforementioned GosOblako the state cloud service platform. It is possible
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that the existing data centers will become more important in the future. For
example, the Russian company Yandex has extensive data center resources
including cloud and content delivery network (CDN) services in Russia
[149] [150] and there have been speculations about a takeover of the
company by the Russian state [151].
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5 Semiconductor Production and Hardware

Semiconductor production, or rather the lack thereof, is Russia’s Achilles
heel. This chapter presents the Russian semiconductor industry and some
ICT hardware manufactured in Russia. The chapter also looks at microchip
manufacturing from a global perspective. As a rule, military technology is
not included, although some of the companies presented are related to
military technology (see [152]).

5.1 Terminology and the Global Importance of
Semiconductors

5.1.1 Terminology

There are only a few companies in the world capable of producing the
advanced microchips used in modern computers and smartphones.
Semiconductor products exist for many different purposes such as
microcontrollers for embedded systems in home appliances and cars, and
systems-on-chips (SoC) in smartphones, for example.

In the public debate, the development state of microchips is often described
using the marketing term nanometer (nm), where the number of nanometers
reflects the level of development of the microchip. Currently, the world’s
highest quality microchips are around three nanometers (3 nm). The
nanometer range of microchips in ordinary domestic appliances and cars is
usually between 45 and 200 nm.

In addition, there are fabless semiconductor companies and companies with
their own factories producing microchips. This is something to be aware of
when discussing microchip and processor manufacturers. For example,
Baikal Electronics and MCST, designers of Russian Baikal and Elbrus
processors, are fabless semiconductor companies. The microchips used by
these companies are manufactured (fabbed) by the Taiwanese company
TSMC [153]. It should also be noted that the companies that manufacture
the devices used to make microchips do not usually manufacture the
microchips themselves, an example of this is ASML company.

The fabless semiconductor companies mentioned above are designing

microchips based on a specific computer architecture or instruction set. The
most common computer architectures are CISC (x86) and RISC which
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includes ARM, RISC-V and MIPS architectures®®. A lesser-known
computer architecture is VLIW?>’, which is used in the Russian Elbrus
processors.

5.1.2 The Global Importance of Semiconductors

At the moment, there is global short supply of microchips. This is due to
several reasons. Firstly, microchips are very difficult to manufacture and
the manufacturing process is difficult to replicate. Therefore, it takes a lot
of time and financial resources to manufacture microchips and it is difficult
for a single country to build a functioning production system for
microchips.

As a result, the manufacture of microchips in the 2000s has been
concentrated in just a few large global manufacturers, such as TSMC, Intel
and Samsung Electronics. This has been very problematic for Russia, as all
major microchip manufacturers except the Chinese have refused to supply
Russia with microchips. Microchip manufacturing increases global
tensions also in the sense that the world’s largest manufacturer, TSMC, is
located in Taiwan, which China considers to be part of China. This is
underlined by the fact that both China and the United States are also
dependent on TSMC’s microchips [154].

5.2 Electronics Industry in Russia

Western sanctions on Russia’s electronics industry have had an impact
since 2014 [155]. Russia has been trying to develop its own electronics
industry since the early 2000s without success [156]. In practice, Russia
has to source almost all its advanced semiconductor products from abroad
and its basic electronics products are of lower quality than Western ones
[157]. The Russian microelectronics industry has problems at several
levels, including design, manufacturing technology and hardware
programming [ 158].

According to Russia’s electronics strategy (2020), the development of
telecommunications equipment, computing technology and management
systems are particularly important for import substitution and critical ICT

36 Complex instruction set computer (CISC), Reduced instruction set computer (RISC),
Advanced RISC Machine, (ARM), RISC-Five, (RISC-V) and Microprocessor without
Interlocked Pipelined Stages, (MIPS).

57 Very-Long Instruction Word, (VLIW).
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infrastructure [159]. However, there have been serious problems with the
implementation of the Russian import substitution program for electronics.
The main reason for this is that it is difficult for Russia to develop its own
electronics market that can compete with international electronics markets
in terms of product quality, price and supply chain performance [160].
Other problems include the availability of the technology needed to
manufacture electronics and a shortage of skilled labor.

In 2020, Russia had around 1,600-1,700 organizations involved in the
development of electronics [159]. The main Russian electronics industry
organization is the state-owned Rostec group, which includes the holding
company Ruselectronics with over 140 subsidiary companies.
Ruselectronics produces approximately 50 percent of Russian electronic
components [161]. Russia also has a large number of private companies
that supply electronics to state companies and the military-industrial
complex. The structure of the Russian electronics industry in 2020 was as
follows [159]:

- 420 state-owned organizations (share 55%)

- 1,200 private SMEs with Russian capital (share 23%)

- 30 organizations with foreign capital (share 22 %)

Of the 420 state-funded organizations mentioned above, 370 belong to the
Russian military-industrial complex. As mentioned earlier, a significant
number of the Russian SMEs are also involved in government contracts,
but some of these private companies do not publicly reveal that they
produce electronics for the Russian armed forces for fear of western
sanctions.

Products from the Russian electronics industry can be viewed on the
Ministry of Industry’s GISP*® online platform [162]. The platform’s
products are classified according to the Russian OKPD-2°° classification,
according to which ICT products fall into category number 26 [163].

It is worth noting that the products on the GISP platform are not 100 percent
Russian-made. This is because Russia has a scoring system that allows a
product to qualify as a Russian product even if it is not made entirely from
Russian components [164]. For example, according to the GISP platform,

38 Russian: 'ocynapcTBeHHas nHGOpPMaMOHHAs cucTeMa npoMbiiuienHocTn (TUCI).
39 Russian: O6mepoccuiicknii Knaccu(puKaTop IPOLYKIUH 110 BHAAM SKOHOMUYECKOI
nesitenbHOCTH (OKILT).
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the Sobol security appliance of the Russian cyber security company
SeucrityCode is Russian-made, although the product image of the device
indicates that it is equipped with a microchip made by AMD Xilinx [165].
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Figure 9. The GISP online platform [162].

5.3 Organizations Designing Microchips

There are several organizations in Russia that design microprocessors and
use them in the devices they manufacture. It is worth noting that in 2022,
Russia did not have the capability to manufacture microchips smaller than
90 nanometers. As a result, all advanced ICT equipment in Russia has
foreign sourced microchips. In other words, Russia’s problem is that it
doesn't have lithographic machines of sufficient quality to make the
microchips on which microprocessors operate.

The following is an overview of the most important electronics companies
in Russia and their links to equipment used by Russians, including some
military equipment. As a limitation, the presented organizations mainly
manufacture microcontrollers or larger semiconductor products.

5.3.1 Microelectronic Conglomerates

To mention just a few, the four significant Russian conglomerates for
commercial ICT technology are Rostec, Ruselectronics, Angestrem and
GK Element. These organizations are mainly state-owned and include
hundreds of Russian technology companies, which is why most Russian
electronics companies are at least indirectly state-controlled. This will
benefit Russia in the sense that it will allow ownership to be blurred and
thus make it easier to circumvent western sanctions.
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ICT companies presented in the following subchapters are all on the
OFAC% sanctions list [166]. The companies have been selected on the
basis of their potential importance to Russia’s critical ICT infrastructure.

5.3.2 Mikron

Mikron is one of Russia’s leading developers of microchips. Mikron is
reportedly the only company in Russia that manufactures 90 nm microchips
[167]. The company’s product range includes smart cards and microchips
for cars and IoT among others. The company’s problem has been
insufficient capacity on the production lines. The company is able to
produce about three thousand 90-200 nanometer microchips per month,
while the Russia’s demand would be 30,000 pieces per month [168] [169].
Mikron is developing also a new MIK32AMUR microcontroller based on
the RISC-V architecture with company JSC NIIMA Progress [170] [171]
[172]. Mikron is a part of the Russian RTI Systems®! military technology

group [173].

5.3.3 NM-Tech

NM-tech is known to manufacture 200 nm microchips and collaborates
with the company Mikron [174] [175] [176]. The production capacity of
the company is estimated at a couple of thousand microchips per month.
According to the company's website, the company produces
microelectronic components on 200 mm silicon wafers [176].

5.3.4 STC Module

STC Module®? company produces components for navigation equipment
and unmanned aerial vehicles (UAV). [177]. There is also information that
components developed by the company are used in the Russian Kalibr
missile [152].

The company develops special NeuroMatrix digital signal processors
(DSP). For example, the NeuroMatrix 1879VMSYA processor model
[178] used in the Kalibr missile is used in the missile’s navigation system®.

60 The Office of Foreign Assets Control (OFAC).

61 Russian: PanroTexHnueckuii MHCTHUTYT UMEHU akaaemuka A. JI. Munna (PTU) /
Konnepa PTU Cuctemsl.

62 Russian: AO HTLI «Momyms». English: STC Module / RC Module / NTC Module.
63 Slyusar, Vadym 2022. Ukraine: Lessons learned in the context of SBAMD, JCG
SBAMD, 12 Oct. 2022.
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The microchip of the processor in question is produced by Fujitsu [179].
This microchip, manufactured by Fujitsu, was launched in 2013 and has a
topology of 90 nm. The NeuroMatrix processor dates back to 2012. The
STC Module company cooperates with JSC NIIMA Progress [172], which
also manufactures components for GLONASS navigation systems.

Figure 10. The NeuroMatrix 1879VM5Y A processor [178]%.

5.3.5 NIISIRAN

The NIISI RAN design centre develops Russian Komdiv processors, Baget
microcontrollers and firmware [180] [181] [152]. Komdiv and Baget
microchips, which have a topology of less than 250 nanometers, are
manufactured by TSMC [182]. In the latest Komdiv 64-bit processors, the
topology of the microchips is reportedly 28 nanometers [182] [183].
Komdiv processors are based on the MIPS computer architecture and are
used, for example, in Russian Su-34 and Su-35 military aircrafts [181]
[182]. NIISI RAN has also been linked to the Russian company Korund,
which manufactures military computers with Elbrus 8S processors [184].

Other major fabless microchip companies in Russia include Elvees and
Yadro. Elvees® is one of the few Russian companies designing SoC
microchips [185]. Both are dependent on TSMC’s microchips. The
following is a brief introduction to Russia’s most famous processors,
Baikal and Elbrus [186].

% Photo from right: Slyusar, Vadym 2022. Ukraine: Lessons learned in the context of
SBAMD, JCG SBAMD, 12 Oct. 2022.
65 Russian: AO HIII DJIBUC.
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5.3.6 Baikal Electronics

Baikal Electronics is a fabless SoC microchip maker. Baikal processors are
used by several Russian computer companies and computers with Baikal
processors are used by the Russian state administration and companies. For
example, the Russian company Graviton sells server machines that run on
two Baikal-8C processors and use Russian operating systems [187]. There
are also two workstation versions of the Baikal processor, Baikal-T and
Baikal-M (BE-M1000). The Baikal-M processor has also been developed
into a laptop computer primarily for government agencies [ 188]. Baikal-M
and C processors are based on ARM architecture with 28 nm topology and
Baikal-T on MIPS architecture.

It is not certain how much TSMC company was able to supply Baikal
Electronics with microchips before it stopped supplying in 2022. There are
estimated to be many thousands of computers running on the Baikal
processors in Russia, especially in state organizations. Overall, Baikal-M
processors are outdated [ 189] and more expensive than similar computers
on the global market.

5.3.7 MCST Elbrus

MCST Elbrus company®® designs processors on VLIW architecture. Like
Baikal Electronics, MCST is a fabless microchip company. Elbrus
processors are widely used by the Russian authorities. This is partly
because the Elbrus processor is well suited for server and database use. In
contrast, little consumer software has been designed to fit the Elbrus
architecture.

Elbrus processor-based servers are suitable for government database
systems but not for the Russian banking sector. In 2021, Elbrus-8C
processor failed Russian Sberbank’s tests due to lack of performance [190].
MCST has four different versions of Elbrus, the most used being 8C and
the latest 16C [191]. The development and deployment of Elbrus
processors has been hampered since TSMC stopped supplying microchips.

54 Commercial Super Computers

Supercomputers are important for the high-performance computing that is
essential for the development of new technologies. According to the

66 Russian: AO MLICT Dns6pyc.
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TOP500 supercomputer list, the highest-ranked Russian supercomputer in
November 2022 was Yandex’s Chervonenkis at number 25 [192].

Russia has seven supercomputers in the TOP500 list, five of which are in
the top 100. Overall, Russia ranks 12th in supercomputers, accounting for
1.4 percent of all supercomputers. Russian commercial supercomputers are
based entirely on Western technology, mainly Nvidia CPU/GPUs.

Russian commercial supercomputers are mainly owned by large companies
and universities such as Yandex, Sberbank, MTS and MGU®’ [193].
Among Russian ICT companies, T-Platformy has been developing the
Lomonosov 2 supercomputer together with MGU and the supercomputer
is ranked 290 on the TOP500 list. However, the T-Platformy company went
bankrupt in 2022 and the company has possibly been taken over by the
Russian state [194].

5.5 Smartphones

Since the early 2010s, Russia has been developing its own smartphones
based on foreign microchips and components [195]. By 2023, Russia had
not been able to develop a single smartphone with a Russian microchip
(SoC) while the above-mentioned Elvees company has designed a
microchip suitable for smartphones [196].

Russian state companies, such as the postal service and state railways, have
ordered a large number of ostensibly Russian-made smartphones, such as
the INOI-R7 and Qtech-QMP-M1 [195]. These smartphones are ostensibly
Russian because, for example, Qtech’s QMP-M1 smartphone is actually
Chinese Phonemax M1 smartphone [197]. What these “Russian”
smartphones have in common is that they use the Aurora® (Sailfish OS
Jolla) operating system (OS).

7 The Moscow State University. Russian: MOCKOBCKHIi TOCYJapCTBEHHBIN YHUBEPCHTET
MTY).
%8 Also known as: Sailfish Mobile OS RUS. Russian: OC Aspopa.
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Figure 11. QTECH QMP-M1-N IP68 smartphone [198].

Russian smartphones are not popular with ordinary consumers due to their
poor performance and range of applications. For example, the “Russian”
AYYA T1 smartphone, launched in 2021, has not sold despite the fact that
many foreign suppliers have stopped supplying smartphones to Russia
[199]. The AYYA T1 smartphone was marketed as data-protected because
of its features, which is why the thousands of smartphones ordered are
likely to be used mainly by public authorities. The AYYA T1 smartphone
is made by a subsidiary of Rostec, but the smartphone uses Taiwanese
MediaTek Helio P70 SoC. In 2022 AYYA T1 smartphone development ran
into difficulties [200]. In the first half of 2023, the largest supplier of
smartphones to Russia was the Chinese company Xiaomi [201].

5.6 Use of Russian-made ICT Hardware

Russia has tried to use Russian semiconductor products in the critical ICT
infrastructure. Below are presented a few devices or systems where
(ostensibly) Russian microchips are known to have been used.

As mentioned earlier, Russian processors are mainly used by government

organizations. There are also indications that some companies in the energy
industry may be using Elbrus processors for their ERP systems [202].
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One major Russian server supplier is the Jahont company which supplies
Jahont database servers powered by Elbrus 8S processors [203]. Jahont
company also manufactures SORM equipment and is a part of the Norsi
Trans Russian ICT company [204] which manufactures Tiara server
platform with Baikal-M processors [205]. Jahont server systems are used,
for example, in document management systems for public authorities
(Jahont-YVM E12) and in the healthcare sector (Jahont-EMK)%® [203].
Reportedly Jahont servers are running on Astra and ALT SP Linux
operating systems [206].

In Russia, there is limited production of peripherals related to microchips,
such as motherboards and solid-state drive (SSD) devices. For example, the
Russian company Edelweiss has manufactured motherboards for Baikal
microchips [207] and GS Nanotech manufactures SSD flash memories
[208]. However, it is unclear what the grade of SSDs is and to what extent
they are Russian-made.

In computer networking, Russian processors are used in routers
manufactured by Istok company. Istok belongs to the Ruslectronics group
and manufactures routers using Baikal BE-T1000 processors [209]. By the
end of 2022, 5,000 routers were reported to be produced but the problem
in the future is likely to be the limited number of the Baikal processors.

In terms of information security, there are at least three companies in
Russia that manufacture data diodes’’, Ancud, CBI and AMT Infodiode.
Of these companies, AMT Infodiode in particular specialises in the security
of Russia’s critical ICT infrastructure [210]. However, it is uncertain
whether these devices are Russian-made either.

Figure 12. Ancud company’s DIOD 1000-SX data diode adapter [211].

9 Russian: SIxouT-YBM 212, SXOHT-2MK.
70 Data diode technology lets information flow safely in only one direction.
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6 Operating Systems and Software

In March 2022, the Russian President issued an order that no more foreign
software may be purchased for Russia’s critical ICT infrastructure and that
the use of existing foreign software must cease from the beginning of 2025
[212]. This in itself is nothing new as Russia has been striving for
independence from foreign software for years without success.

Russia has had to compromise on its ICT import substitution targets several
times and it is unlikely that Russia will be able to fully implement the
switch to Russian software. The previous target was to have a 50-70
percent share of Russian software by the end of 2021, but only a 30-35
percent share was achieved [213].

However, Russia has prepared a software replacement in which a substitute
for the main Western software has been developed [214]. Currently, the
Russian Software Register contains about 14,000 pieces of software
classified as Russian software [215] [216].

In recent years the Russian software market has been growing [217] and
the Ukrainian war has led to a significant increase in demand for Russian
software as foreign software companies have withdrawn from the Russian
market. [218].

According to a survey published in 2022, about a half of Russians who had
used Russian software were satisfied with quality of the software [219]. 60
percent of the survey participants had used Russian software and 67 percent
of them would be willing to use Russian software if the quality of software
improved and the range of products expanded. 29 percent of respondents
had Russian Internet browser and anti-virus software on their work
computers. Russian office and email software were used by 18 percent of
respondents. Only 4-9 percent of Russian employees had a Russian
operating system, CRM system or video conferencing system in place.
Respondents’ use of Russian operating systems and office software on their
home computers was even lower [219].

6.1 BIOS and Operating Systems

6.1.1 BIOS

Basic Input/Output System (BIOS) and Unified Extensible Firmware
Interface (UEFI) are firmware used to provide runtime services for
operating systems and programs and to perform hardware initialization
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during the booting process. According to the Russian Software Register,
there are companies in Russia that produce BIOS and UEFI software. For
example, the Russian IT company Kraftway produces BIOS software
[220]. Another BIOS/UEFI software manufacturer is Numa, which has the
approval of the Russian FSTEC authority and the company’s BIOS/UEFI
software is intended to replace the BIOS/UEFI software of AMD and Intel
companies [221].

6.1.2 Operating Systems

All operating systems developed in Russia are Linux-based. Operating
systems developed in Russia cannot be called fully Russian, because they
are based on Linux versions developed in the West, which have been
modified in Russia and further localised for their own specific needs.
Russian operating systems are certified by the FSTEC.

The following is an overview of the operating systems used in Russia’s
critical infrastructure:

- Astra Linux

- MSVS Linux

- OSNova Linux

- ALT SP Linux

- RED OS Linux

- ROSA Linux

6.1.2.1 Astra Linux

There are two versions of the Russian company RusBITech-Astra LLC’s
Astra Linux operating system. Astra Linux Special Edition and Astra Linux
Common Edition [222]. Astra Linux distributions are available for the four
instruction sets: x86 (AMD/Intel), ARM (Baikal), VLIW (Elbrus) and
MIPS (Komdiv). The Astra Linux distribution versions differ in the level
of security in that the general-purpose Orjol version (Common Edition) has
the lowest level of security, the second highest level of security for the
Voronezh version and the highest for the Smolensk version (Special
Edition). A mobile version of Astra Linux has also been developed [223].

In Russia, Astra Linux Special Edition is used by public authorities, some
energy companies and nuclear power plants [224]. Western sanctions have
accelerated the Russian authorities” move to Astra Linux [225]. In addition,
Astra Linux Special Edition was also certified for use by the Belarussian
authorities in 2021 [226].
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6.1.2.2 MSVS Linux

MSVS”! Linux is a military operating system that was introduced in Russia
back in 2002 [227]. The MSVS operating system has been developed by
the Russian VNIINS Research Center’? according to the requirements of
the Russian Ministry of Defense. There are 32-bit and 64-bit versions of
the operating system and it runs on x86, SPARC and MIPS processor
architectures.

The MSVS operating system is functionally obsolete, with issues such as
difficult to install modern advanced software [228], which may be one of
the reasons why the Russian Armed Forces started to switch to Astra Linux
Special Edition from 2018 onwards [229]. The MSVS operating system is
likely to remain at least partly in use in the Russian armed forces, as the
transition period for the change of operating system is several years [230].

6.1.2.3 OSNova Linux

The OSNova’® Linux operating system is developed by the Russian
company NPPKT and is intended for processing classified data [231] [232].
OSnova operating system is based on Linux Debian 10th version and
according to the product description it is recommended for use where
confidential information is handled [233]. The operating system is
approved by the FSTEC authority.

6.1.24 ALT SP Linux

ALT SP Linux is an operating system developed by the Russian company
Bazalt SPO and is certified by the FSTEC authority [234]. ALT SP Linux
is a general-purpose operating system and can be used on standard desktop
computers, but also on servers. ALT SP Linux is available for the three
instruction sets: x86, ARM (Baikal) and LVIW (Elbrus).

ALT SP Linux is used, among others, by the Russian MFTs platform,
which is developed to replace Western platforms [235]. The operating
system is also used in educational and healthcare organizations [235].

"I Russian: Mo6unsnas Cucrema Boopyxénnsix Cun (MCBCO).

72 Russian: Beepoccuiickuii Hay4HO-HCCIIEN0BATENbCKUM HHCTUTYT aBTOMATH3aLUH
yIpaBiIeHUs B HEMPOMBIIIIEHHOH cepe nmernu B. B. Conomarnaa, BHUMHC.

3 Russian: OnepannonHas cuctema obmero HazHauenus (OCOH) "OCHosa"
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6.1.2.5 RED OS Linux

The RED OS Linux operating system from the Russian company RedSoft
is available for workstations and server versions [236]. RED OS Linux is
available for x86, ARM and LVIW instruction sets.

RED OS Linux distribution is widely used in Russia. The RED OS
operating system is used on server machines at Rostelecom and by some
Russian authorities such as the Russian judiciary [237].

6.2 Mobile OS Aurora

The Aurora OS™ operating system is originally the Finnish Jolla
company’s Sailfish operating system [238]. The Aurora OS is further
developed by the Russians and it is certified by FSB and FSTEC [239].

The Aurora operating system is available for sale in Russia only for mobile
devices of corporate and government organizations, according to the
Aurora company’s webpage [240]. The Aurora operating system 1is
marketed as secure and is used by some Russian state-owned companies,
such as Russian Post [241].

6.3 Other Mobile Operating Systems

There are three mobile operating systems in Russia, the aforementioned
Aurora, Astra Linux and Rosa Linux [242]. There is also one operating
system for embedded systems. The OS ROSA mobile OS is based on the
ROSA Linux desktop operating system [243] and is still under
development [242].

The only manufacturer of operating systems for embedded systems in
Russia is reportedly Navitel. Navitel develops Navitel Embedded Linux
operating systems mainly for navigation devices [244] [245].

6.4 Russian Distribution Services

In Russia, three new distribution services were launched in early 2022
[246]. Distribution services are designed to replace the popular Google
Play distribution service for Android Apps [247] [248]. The Russian
distribution services are called NashStore, RuStore and RuMarket. The

74 Russian: OC Aspopa.
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reason for the development of the platforms were Western sanctions;
Russian consumers have not been able to use Google Play normally.

According to the NashStore’s website, there are about three thousand
applications on NashStore [249]. Hundreds of Russian software companies
have been involved in the development of NashStore, because these
companies want to have their own applications on the platform. However,
the rapidly deployed distribution service has had problems with the quality
of the platform and the range of applications [250].

The RuStore distribution service is supported by the Russian Ministry of
Digital Development [251]. In practice, the RuStore is a distribution service
provided by Russian state-owned companies, including applications from
major Russian banks [248] [246].

The RuMarket is reportedly the smallest of the distribution platforms in
terms of number of applications [252] [246]. What these Russian
distribution services have in common, is that they are downloadable via an
APK file, unlike Google Play. Moreover, Russian delivery services
reportedly allow to pay using the Russian MIR payment system.

In addition to these distribution services, Russia has an electronic RusSoft
platform for Russian software, supported by The Ministry of Digital
Development, which aims to support Russian software development [253].

Although Russian software and distribution services are not of the same
quality and scope as Western ones, but they allow Russia to use its own
distribution services if it is completely blocked from using Western
distribution services and software.

6.5 Digital Service Platforms
Russia has digital services built at least partly on Russian hardware and
software. An example is the use of Russian ICT hardware and software in

the so-called MFTs’> municipal services, which are part of the Gosuslugi
system [254] [255].

MFTs services use workstations with Elbrus 8C and Baikal-M (BE-
M1000) processors, Russian ALT SP Linux operating systems, Postgres

75 Russian: MHOTO(YHKIIMOHAILHBIN HEHTP OKA3aHUs TOCYIapCTBEHHBIX 1
MYHHUIANATBHBIX yeayT (MOLT).
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database systems and office software. The server platform used in the
system is the aforementioned Russian Jahont server platform [254] [255].

The above mentioned GosOblako cloud service platform has also used
Russian ICT hardware and software, but it is uncertain to what extent the
Russian processors will be used, as Russia will find it difficult to get
microchips for processors. Instead, the move to Russian software is likely
to increase in the future.

6.6 Examples of Russian Software

6.6.1 Office Software

Some office software similar to Microsoft Office has been developed in
Russia. The best-known and most widely used office software is called My
Office”® [256]. My Office works on PCs, mobile devices and in the cloud
on a web browser. My Office is used by Russian authorities such as FSO,
which acquired 10,000 licences in 2021 [257].

Other Russian office software include R7 Office [258], Tsirkon Office
[259] and Alter Office. Of these office software, R7 Office and possibly
the Tsirkon Office are used by public authorities, but the Alter Office is
less popular in Russia.

6.6.2 Database Software

The most common Russian database software is Postgres Pro [260].
Postgres Pro database software is used by some public authorities and state-
owned companies. Other Russian database software are SUBD Linter and
NitrosBase SQL [261].

Russia has a large number of Western software applications using
Microsoft and Oracle SQL databases, which has made the migration to the
open source Postgres SQL database not without problems. [262].

6.6.3 ERP Software

Due to the war in Ukraine, many Western Enterprise Resource Planning
(ERP) suppliers have reduced their operations in Russia, which has
accelerated the transition to Russian ERP systems [263]. The most potential

76 Russian: MoitOduc.
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replacement for Western ERP software is the Russian 1Ci ERP software
[264].

Russian 1Ci is an international company and its ERP software is also used
outside Russia. In Russia, the 1Ci ERP system is used by some defence
companies, including Sukhoi, an aircraft manufacturer, for example [265].
Other Russian ERP vendors include Galaktika, Parus and Compas but their
market share is significantly smaller than that of 1Ci [263].

6.6.4 MES and SCADA Software

There are a few companies producing modern manufacturing execution
system (MES) software in Russia, such as RTSoft [266], Galaktika [267]
and Konsom Grupp [268]. Of these companies, RTSoft in particular has
had extensive projects with Russian industrial companies [266].

There are at least five supervisory control and data acquisition (SCADA)
system software suppliers in Russia. Examples of SCADA systems used in
Russian industry include SCADA-KRUG, which runs on the Windows
operating system and not on Linux [269]. According to the company’s
website, its SCADA system is used by major Russian energy companies
[270]. It is therefore possible that some Russian energy companies will be
forced to use both Windows and Linux operating systems in parallel,
instead of replacing Windows operating systems entirely with Russian
ones.

However, there are SCADA system manufacturers in Russia whose

software runs on Linux. For example, the Russian MasterSCADA,
IntraSCADA and RapidSCADA software run on Linux [271].
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Figure 13. SCADA-KRUG graphic interface [270].

6.6.5 SIEM Software

The are several SIEM system suppliers in Russia. The three most
commonly used SIEM systems are MaxPatrol-SIEM, RuSIEM and
Kaspersky SIEM. The extent to which Russian SIEM systems are used in
Russia is largely influenced by the fact that organizations belonging to the
critical ICT infrastructure should use SIEM systems approved by the
Russian authority (FSTEC).

In 2022, half of Russian commercial organizations had only a few Russian
security solutions in place [272]. Even state-owned companies in critical
infrastructure did not all have Russian security solutions, but most plan to
switch to Russian products in 2023.
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7 ICT-infrastructure’s Development Prospects
Until 2030

This last chapter describes the prospects for the development of Russia’s
ICT infrastructure up to 2030. The focus is on ICT hardware, which will
play the biggest role in the future operation of the Russian ICT
infrastructure.

7.1 A Few Words about R&D in Russia

From the early 2000s until 2022, Russia had good opportunities to develop
its own ICT production together with Western companies. However,
Russia missed this opportunity and is increasingly struggling with
structural problems in research and development (R&D). These structural
problems in R&D include [273] [274] [275] [276] [277] [278] [279]:

- Lack of investments

- Misuse of investments and corruption

- Lack of ICT markets and inefficiencies

- Low number of patents

- Low prestige and low pay for research work

- Lack of ICT experts and specialist

- ICT workers leaving the country

In addition to these factors, Russia’s ICT technology development is
particularly affected by the reduced availability of high technology from
the West. The lack of Western research cooperation and the departure of
large western ICT companies from Russia will inevitably affect Russia’s
future R&D potential and thus the possibility of developing its own high-
tech ICT products in the near future [279] [280].

7.2 Future Prospects for Microelectronics and
Devices

According to Russian government’s own estimate in 2022, Russia’s
microchip industry was 10 to 15 years behind the rest of the world [280].
For example, Russia is currently struggling to produce microchips below
180 nm. Russia does not have sufficient production capacity to produce the
required 30,000 200 nm microchips per month[174]. Currently, Russia is
estimated to have the capacity to produce 8,000 pieces of approximately
200 nm microchips.

This problem is compounded by the fact that the need for microchips is
expected to grow in the future. Thus, it would be very important for Russia
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to have equipment to manufacture general-purpose microchips. This can be
very difficult in the context of the sanctions because of the war in Ukraine.
For this reason, it is estimated that Russia will not be able to launch large-
scale independent production of microchips in the next ten years [174]
[169].

There are number of factors that will affect the development of Russian
own microchips or their future supply from abroad. First of all, the
equipment to make the microchips is hard to buy at the moment, which is
why the equipment have to be sourced through Russia’s allies or through
other illegal channels. Secondly, setting up own microchip production cost
at least more than ten billion dollars [169].

Russia is more likely to acquire microchip technology from abroad than to
manufacture it itself. There are indications that China and Turkey are
supplying Russia with the microchip technology it needs, and the level of
microelectronics supplies to Russia is already at pre-war levels [281] [282].
Therefore, Russia is likely to continue to receive enough microchips in the
years to come, at least for the most important uses, such as the armed forces.

In terms of computer architectures, Russia is possibly trying to move an
open RISC-V architecture that is immune to western sanctions [280]. This
is also in line with China’s efforts to shift to the use of RISC-V architecture
[283]. This may be of interest to the Russians as the Chinese company
SMIC manufactures modern microchips.

7.3  Future Prospects for Networks

As mentioned earlier, Russia has started to produce network devices, but it
is unlikely that Russia will be able to use domestic network devices to any
significant extent in the coming years. It is possible that these Russian
network devices are used in the networks where Chinese or US network
devices are not wanted for security reasons.

In this context, Russia will have to think about how to replace the US Cisco
and Uniper network devices which are widely used in Russian networks.
Russia has justified the switch to Russian network devices on the grounds
of information security, but from this point of view switching to Chinese
network devices will not improve the situation at all, because Russia also
suspects China of cyber espionage. However, it may be that in the future
Russia will have no choice but to use more and more Chinese ICT
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technology, as Western technology is not sufficiently available, despite
parallel imports”’.

As regards telecommunications network cables, the situation in Russia is
that most of the fiber-optic cables are supplied by foreign companies [284].
Currently, there is only one fiber-optic cable company in Russia [285]. In
2021, the Russian Deputy Prime Minister said that the production of optical
fibers in Russia is crucial for the functioning of the Internet and that the
materials used in optical fibers are important for the ICT sector [286]. It is
unlikely that Russia would be able to become fully self-sufficient in fiber
optic cables in the near future.

Similarly, in mobile networks in Russia, the lack of base stations could be
a problem in the near future, as Russia does not have its own base station
production. In 2022, it was estimated that the first Russian base stations
could be available in 2-3 years [287]. Russian telecom operators have a
total of around 800,000 base stations [288].

According to some estimates, Russia may need 100,000 base stations in the
future to support high-speed mobile Internet [289]. Achieving this in the
future with Russian base stations will not be possible and Russia will
probably have to use Chinese base stations. 3G networks in Russia are
planned to be maintained alongside 4G/LTE networks until 2027. It is
possible that Russia will not be able to significantly expand its mobile
networks in the future, for example by developing 5G networks.

7.4 Future Prospects for Software

In the future, the Russian authorities will try to increase the use of Russian
software, which is thought to speed up the migration of commercial
organizations to Russian software [290]. The first stage of this is planned
to be a switch to Russian operating systems. In 2021, 66 percent of state-
owned companies had not yet started migrating to Russian software. The
most important reasons for switching to Russian software are independence
from foreign suppliers and cyber security risks [290].

In 2021, it was estimated that the transition to Russian software would be
slow and take at least more than five years [290]. The most likely scenario

77 A parallel import is a non-counterfeit product imported from another country without
the permission of the intellectual property owner. Parallel imports are often referred to as
grey product.
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is that Russia will not be able to fully switch to Russian software and still
have Western software in use by 2030.

The main problems in switching to Russian software have been identified
as the high cost of modifications and the lack of human resources to do the
work. In addition, special software (e.g. production control systems), which
has not yet been developed at all for the Linux operating system, poses
problems for migration to Russian software in the future.

The easiest software to replace in Russia are antivirus and other
information security software systems. In 2022, the FSTEC’s register of
approved information security systems contained around 2,000 different
security solutions approved for use in Russia [291]. Around 400 new
Russian information security solutions have been approved for the FSTEK
register in the last two years [291].

As regards software for mobile devices, Russia plans to move to Aurora
operating systems by 2030 [292]. By 2030, the aim is to develop a wireless
ecosystem consisting of three versions of the Aurora operating system for
different portable smart devices and users [293]. However, experts suspect
that the equipment needed for this ecosystem would have to be sourced
from China [294].

7.5 Future Prospects for the Russian Internet
Segment

The war in Ukraine has led to changes in the Russian Internet segment.
This has been reflected, for example, in the difficulty of accessing many
Russian critical ICT infrastructure operator’s websites from outside Russia.
This is partly because Russia has introduced its own TLS certificates.
Moreover, the use of DDoS attack prevention systems has increased
significantly in Russia. In addition, the security of critical ICT
infrastructure will be enhanced by using only email addresses belonging to
the Russian Internet domain (.ru) [295].

Russia has further tightened control over their Internet segment, for
example by developing systems for authorities in order to react more
effectively to banned content on the Internet [296] [297]. This trend is
likely to continue in the future. The centralized network monitoring
systems described at the beginning of this publication, are under constant
development [298].
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8 Conclusions

If there is a Russian ICT device on display, one should not assume it to be
entirely composed of Russian components, but rather one should ask what
percentage of the components in the device are in fact Russian. This
publication has shown that Russia is highly dependent on foreign ICT
products.

Russia’s situation in terms of ICT technology development will not
improve in the coming years as Russia’s R&D activities are plagued by a
number of chronic problems. However, it is likely that in the future, despite
the sanctions, Russia will obtain significant amounts of ICT technology
from abroad.

Russia still has a functioning ICT infrastructure as a whole, but this may
change as the ICT infrastructure, which is mainly Western equipment, will
need to be upgraded in the coming years. The availability of optical fibers,
network devices and mobile network base stations, among other things, will
affect the performance of the Russian communications networks in the
future.

Sufficient availability of advanced semiconductors will be particularly
important for Russia in the future, because all areas of ICT infrastructure
are dependent on semiconductors. Russia will not be able to produce
advanced semiconductor products in the coming years; making it highly
dependent on semiconductor imports from China.

As regards the Russian Internet segment and cyberspace, Russia is
tightening its control over the Internet by developing more effective
network monitoring and surveillance equipment. Russia’s cyberspace may
become more closed in the future but at the same time more independent
from foreign countries and their Internet services.
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