Risks associated with social media:

Why OPSEC and
INFOSEC matter?

No information on your task, troop composition, location, or specific capability,
restricted use material, or discussion thereof should ever be posted on social
media. Only a few people leak material on purpose. A greater risk is involved

in being careless.

When using social media, pay attention to at least the following:

Intelligence operators are interested in you. As a person serving in the Finnish Defence
Forces, foreign nations intelligence operators are interested in you even when you do not
think so. When someone takes a look at your social media accounts, what is it that they
get to know about your tasks, networks, or the operating of

the FDF? Remember to have a talk with those near and dear

to you as well because it is possible that their
social media accounts become of interest too.

Your activity and networks tell about you.
The things that you publish are not the only
ones that matter. It may also be of interest
whom you follow on social media, of
which groups you are part, who are on
your list of friends, or on which occasions
you and how you communicate a
contents. Familiarise with the contents
available on your social media
©

accounts and figure out what your
activity tells about you to others.

A photo image and some video @
footage reveal more than words

ever could. Never take footage in places

where you are not allowed to do so. When
allowed, check carefully what the photos and
videos show. Additionally, pay attention to what

is visible in the background as details may reveal a
great deal especially when there is plenty of visual
material available covering a lengthy period of time
that can be all put together and compared.




Geolocation data do expose you. Social media publications easily feature geolocation data
stored by a mobile devise. Double-check when your device stores its location and where these
data are transmitted. Turn off the GPS function unless you definitely need it at the given moment.
Think hard in which situations it makes sense to reveal your whereabouts.

Remember the so-called metadata. For instance, the metadata that your photos contain
may include information on the device that you use, its location, or your personal information.
Familiarise with what it is that you actually publish on social media in conjunction with your
publications.

Timing matters. On a general level, you may say what the day was like yesterday, but you are
not allowed to tell about your tasking now or where you are going tomorrow. Do not discuss
the past in detail either and refrain from saying anything that is not to be said in public.

Understand what you share and with whom. Familiarise with the equipment and apps that
you use. What type of data and information do they collect and where do these data end up?
Double-check also privacy settings but remember that all material posted online may always

be leaked to an unintended audience. Therefore, think hard before publishing anything.

Don’t be an easy target. Sustain INFOSEC. Use strong passwords, change them on regular
intervals, and don't use the same password in a number of services. Use dual authorisation. Never
click on unfamiliar links. Think what, if anything, should be shared on social media in the first place.

Remember to be critical, in a sound way. While on social media, you can never be sure as to
whether your discussion partners are who they claim to be. To be on the safe side, draw a clear
line on what can be published online and what cannot, and abide by this on all occasions.

It is not wrong to be too careful. If in doubt whether something can be published, it is
always better not to. You are not obliged to use any private social media accounts.
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